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Finger Vein Recognition

The Ultimate Biometric Security
Solution Is Available Now...

Finger Vein Recognition System

» PC/WEB Based

» Color TFT Touch Screen

» ARM Processor Embedded
» Open Source API

» OEM/ODM Welcome




Why SECUVEIN?

|l t 6s a wel |l known fact fr omaduépmmiatioc h t ha
cannot use fingerprints , this is mainly due to absence or weakness of
Fingerprints. About 2% of people do not have proper fingerprints. To overcome
these issues Secuvein is introduced to the Bio metric world with enhanced
features and latest technology .

MERITS:

High Usability

High Accuracy

Resistant to Tampering

Eliminate Spoofing

Less environment issues
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Secuvein Specification Overview:

Based on the patterns of veins in one's finger, Finger Vein provides the ease of use
with much improved accuracy, smaller readers and contact less use. Secuvein's
finger vein system scans the Finger veins and then match the vein patterns of their
respective pre-established templates

| Utilized Technology: Hitachi-Omron Finger Vein Pattern Recognition System
| Usability: 99.98%

| Accuracy: FAR: 0.0001%, FRR: 0.01%

| Verification Speed: Less then 1 second

SV-900i Hardware Overview:
Dual CPUs (400 MHz ARM Processor, Hitachi-Omron FingerVein Processor)
65K Color 3.50 TFT Touch Screen LCD / Speak
TCP/IP Ethernet, Wiegand In/Out, Serial ports, Digital /0, USB 2.0
1 Gbyte Micro-SD Card Memory (Optional 2 Gbytes)
Built-in card reader module & antenna for 125Khz Proximity card or 13.5Mhz Smart card
(Proximity Card, Philips Mifare Card, HID, Sony FeliCa Card, etc.)
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Advantages of Finger Vein Pattern

Uniqueness-Each Finger 6s Vein
Stability - No changes over long period 1

Excellent accuracy over long period N | |

Large scale features - High performance even with g ¢
reasonably big scars and contamination O
Invisible biometric feature - Eliminate spoofing e - |
T |
Harsh environmental robustness 1\ | gk

User privacy protected
Excellent user perception and convenience

Image Sensor
(CCD Camera)

Near-infrared
Light (LEID)

Fig. 7 L ight Reflection Method

Finger Vein extracting process

J

(a) Imaging using Light Reflection
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Biometrics Technology Comparison

Technology Advantages/Disadvantages

Finger Vein

Fingerprint

Hand Shape

O None-contacting Sensor
O High Usability & Accuracy

O Small size applications

X Low Usability

X Difficulty in use with a physical
damages like scars.

O High Usability

X Low Accuracy (High FAR)

X Hygienic problem by physical
contact

OHigh Accuracy

X Difficulty in use with small eyes
like oriental users.

X User inconvenient by eye
positioning (intrusive)

Pz 2F | Rdzf (&

scanners

Contamination, Humidity

Puffing, Copy of residuals

Scars, wear

Advantages over finger scanners

Ol y Qi
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Biometrics Technology Comparison

Biometric
Information

Authentication
hethod

Securty

High

hediurm

High

High

kedium

kedium

kedium

Medium
to High

Small to
kedium

kedium

Small

Difoultyof Forgeny

Comventonaltechology
wqured
Nospenial belology
rqued

Obuneble inronrel daly e
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General Factors in Choosing biometrics

Performance User convenience

Usability User perception

Accuracy i FAR/FRR Hygiene problems

Enroliment / Verification Speed (throughput) No invasive
Robust Easy to use

Poor environment - contamination / humidity Integrated networking

Physical feature damages i scars / wear User Interface and management
Ease of setup and maintenance No privacy concerns

Biometric systems should be:

Useable for whole population (user group)

It is known that more than 5% of the adult population cannot use fingerprint systems. This is mainly due to the
absence or weakness of their fingerprints. About 2% of people do not have proper fingerprints, and many
people who use their hands intensively for work generate a very weak signal to fingerprint scanners. The
Secuvein provides high usability, which means almost all of the general population can use the system without
any problems.

Does not leave a trace of residual features after use

If a biometric system leaves residual features after physical contact, the features would be easily duplicated
and/or forged. It is known that fraudulent fingerprint can be easily made by the residual fingerprint on the
surface of the sensor.
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SV-900i Basic Functions

Installer

AThe First Secuvein User for the first installation & configuration purpose only

Administration
/AManagers i Administrator, Enroll/Delete users, System setup

Enroliment / Verification
AUsers can be enrolled with a PIN, Proximity card or Smart card
AHID, EM, Mifare card, Sony FeliCa Card are supported (Optional)
APassword or Bypass users can be assigned
(Without verifying vascular patterns)

AMore then 50,000 users supported

AUp to 2 templates per user allowed

ASupport for 1: 1 and Patten on Card (Unlimited) Verification
AUp to 1,000 templates for 1 : N Verification

Event & Logs
AMore then 500,000 access events and system logs

Built-in HTTP (Web Server) & FTP
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Secuvein Functions

Networking

TCP/IP network (10/100 Mbps Ethernet)

DHCP or Static IP supported
Each Secuvein 900i Terminal stores all user information (time zone,

access area, etc) in internal memory along with Secuvein@@en
fully function when no network connections.
Software Utility

Bio-Vein Control Center (BVCC) Administration Software
Provides access control and time attendance functions
Secuvein S900i can run with or without Bein Control Center

Agent Control Center
Provides a Transaction Logs from@Mi into SQL Database Engine

Real Time Or by Schedule of Upload the©@W Transaction Logs
User Customization of Database Name and Table Fields Name




Secuvein Functions:

Access Control Functions

Time zone and Access area control
Up to 128 time zone/holiday tables
Time zone and/or Access area control per users

Secuvein Access Controller (SV-AC)
A separate controller (SV-AC) to be installed at a secure place
(inside the door)
RS-485 communication between Secuvein and SV-AC
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Secuvein Functions:

Time Attendance Functions

Function Key
4 Predefine Function Keys

Attendance Management System Software
Multi Division, Department, Section of Organization Structure
Multi Working Hours
Working Hours Calculation
Overtime Calculation
Absent Calculation
Multi Report Sorted by Employee, Division, Department, Section and Date
Support for Multi Terminal (Centralized System thru TCP/IP Network)
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SV-900i Stand Alone System Diagram (Off-line)

for Access Control Solution

a. Stand Alone b. Stand Alone with SV-AC

—

S— — EM Lock
Exit Push Button

|
EM Lock B=— Event Handler Signal 1

_E] Door Senbor \A/
Exit Push Button ’_}_ E\.;;m Handler Signal 2
— :

1 - Emergency Button

Emergency Button

Wiegand 26/34 bits . RS-485 Wiegand
SV-AC I

Exit Reader Exit Reader

SV-900i
SV-900i

* Stand Alone Mode : Access Control Devices and Exit Reader connecting direct to SV-900i Terminal
* Stand Alone with SV-AC50 : Access Control Devices and Exit Reader Handled by SV-AC Relay Box
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SV-900i Stand Alone System Diagram

for Time Attendance Solution

SV-800i -1 SV-800i - 2 SV-900i - 3

TCP/IP TCP/IP

‘ ‘ TCP/IP

e T

TCP-IP/INTERNET
SWITCH/HUB

%Sacuvein BVCC

Administration Software

* Attendance Management System support for multi Terminal connections via TCP/IP Lines.
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SV-900i Stand Alone System Diagram (On-line)

]

Exit Push Buttan ]
Event Handler Signal 1
Door Sansor |

Evenl Handier Signal 2 D

&)

Ext Push Button |

£xt Push Button o

T Event Handler Signal 1
Wiogand Dacr Sersar |

S

Event Handler Signal 1
Door Sarsor

ces - \ Event Hander Signal 2
Event Hander Signal 2 ~ Emergency Bution
Emergency Bution ;

Wiagand Wiegand

Exit Reader

B ]

TCP-IP/INTERNET
SWITCH/HUB

SecuveinBVCC
Administration Software

* On-line System SV-900i connecting to TCP/IP Connection and BVCC Administration software will
controlling & Configuring SV-900i from the remote site. Online Mode support for Centralized System Configuration




SV-900iR Basic Functions

Connecting to the Third party Controller Via Wiegand (26/34 bits) Interface

Enrollment / Verification
Users can be enrolled with a PIN, Proximity card or Smart card
HID, EM, Mifare card supported (Optional)
More then 50,000 users supported

14,32 =N

Please Input Your PIN

Up to 2 templates per user allowed

Time and attendance
4 function keys

Interface
26/34 bits Wiegand Input/output
Door Bell (Relay Output)

Tamper-proof
Tamper switch installed on the rear cover i Alarm and/or report to a server
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3
Wiegand 26/34 bits \

-+ ——

Third Party Controller

l——

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

!

Wiegand 26/34 bits

Exit Reader

SV-900iR With Third Party Controller System Diagram

Exit Push Button

Door Sensor

—

Emergency Button

EM Lock

* Connecting SV-900i to any Third Party Controller via Wiegand Output Line




Secuvein for Advance Multi-door System
Basic Functions

SV-900iR Connecting to SecuveinHUB Control up to 8 Doors

via SV-AC using RS-485 Line

Enroliment / Verification
Users can be enrolled with a PIN, Proximity card or
Smart card
HID, EM, Mifare card, Sony FeliCa Card are supported (Optional)
Password or Bypass users can be assigned
(Without verifying vascular patterns)
User Capacity up to : 20,000 users/60,000 events or
100.000 users/120.000 events.
Up to 2 templates per user allowed

14 32 01 Mar 2010

Please Input Your PIN
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SecuveinHUB Features:

Single door/Bidirectional, or Dual doors/ Single directional access mode provided.

Up to 8 doors per Secuvein Hub are accessible with additional SV-AC relay box.
Built-In HTTP server, provides user friendly Web management interface.

12 sets for door release Time Zone authentication provided.

3 PIN codes ( Admin/User/Common) and 5 Cards( authentication modes provided).
255 Time Sets, 120 Time Zones (8 days per set and 16 Time Set per day), 255 Groups

(8 doors), 100 Holidays can be organized.

Each card holder can be assigned to 4 different groups.

Double-Badge, Anti Pass Back and Anti-Duress design to higher the access security base.
System alert will be sending immediately by E-Mail.

Built-In Watch Dog hardware protection design in case of system crashed.

Protective ESD/Surge circuit design, secure system lifetime and communication quality.

IP Camera is supported

Interlocking supported under multi doors access control environment.
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Secuvein for Advance Multi-doors System Diagram
(Integrated with SecuVeinHUB)

|
EM Lock
|

Event Handier Signal 1

LY,
Event Handler Signal 2

SecuVeinHUB Wiegand D‘\'ﬂz-]su .
{Control Max. 8 Doors)
TCP-IP/INTERNET

E£x1 Reader
SWITCH/HUB

B I ]

RS-485 Line

TCPIP

P
®

P Camera

waAcs
Wiegand iiegand

Exr Raader

— ==

EM Lock
Exit Push Bulton i |

i Even: Handler Sigral 1
= eed  Evenit Hander Signal 1
Door Sensar \é 7

Y
1

Ever: Handler Signal 2

Secuvein Advance BVCC
Administration Software

Event Handber Signal 2
Emergency
Buttan

* SV-900i connecting to SecuveinHUB, Control 8 Doors using RS-485 Line (Advance Multi-doors System)
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SV-5000i Basic Functions

Special Design for Industrial and Manufacturer Environments

-

Administration secuvein
Managers i Administrator, Enroll/Delete users,
System setup

Enrollment / Verification . ==
Users can be enrolled with a PIN, Proximity card or : : : :
Smart card ®*o®® o
HID, EM, Mifare, Sony FeliCa cards are supported (Optional)
Password or Bypass users can be assigned e ) [

(Without verifying vascular patterns)

More then 6,000 users supported

Up to 2 templates per user allowed (Totals 12.000 templates)
Supportfor 1:1 and 1 : N Verification Method

Up to 1,000 templates for 1 : N Verification
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SV-5000i Basic Functions
Networking

TCP/IP network (10/100 Mbps Ethernet)
Each Secuvein SV-5000i Terminal stores all user information (time-zone, access
area, etc) in internal memory along with Secuvein data i Can fully function when
no network connections.

Indicators
Buzzer Indicator
Four LED Indicators
A I Valid Transaction A I Invalid Transaction

A Yellow i TCP/IP Network Indicator JAY T 1 : N Verification Indicator

Software Utility

Bio-Vein Control Center (BVCC) Administration Software
Provides access control and time & attendance functions
Secuvein SV-5000i can be run On-Line or Off-Line Operation
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Access Control Functions

Time zone and Access area control
Up to 64 time zone/holiday tables
Time zone and/or Access area control per users

Secuvein Access Controller (SV-AC)
A separate controller (SV-AC) to be installed at a secure place
(inside the door)
RS-485 communication between SV-5000i and SV-AC
Relay output, Door status monitoring, Remote open, Exit button
Automatic door release when a fire-alarm detected
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Secuvein Functions:

Time Attendance Functions

Function Key
4 Predefine Function Keys

Attendance Management System Software
Multi Division, Department, Section of Organization Structure
Multi Working Hours
Working Hours Calculation
Overtime Calculation
Absent Calculation
Multi Report Sorted by Employee, Division, Department, Section and Date
Support for Multi Terminal (Centralized System thru TCP/IP Network)
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SV-5000i Stand Alone System Diagram (Off-line)

a. Stand Alone b. Stand Alone with SV-AC

— EM Lock
E Exit Push Button — ‘

EM Lock | e S Event Handler Signal 1

D Door Senbor \é,/
Exit Push Button j__ Event Handler Signal 2

— Emergency Button

Emergency Button

Wiegand
TTL ABA Track 2 I .
: SV-AC

Exit Reader Exit Reader

SV-5000i ;
SV-5000i

* Stand Alone Mode : Access Control Devices and Exit Reader connecting direct to SV-5000i Terminal
* Stand Alone with SV-AC50 : Access Control Devices and Exit Reader Handled by SV-AC50 Relay Box
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SV-5000i Stand Alone System Diagram

for Time Attendance Solution

SV-5000i - 1 SV-5000i - 2 SV-5000i - 3 SV-5000i —n...

TCP/P TCP/IP

’ | TCP/P

B I

TCP-IP/INTERNET
SWITCH/HUB

N
<

Secuvein BVCC
Administration Software

* Attendance Management System support for multi Terminal connections via TCP/IP Lines.
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Exit Pugh Button

Ever: Handler Sigral 1

)i

i Event Handler Signal 2
Emargency Button

Wiegand

SV-5000i

SV-5000i

SV-5000i Stand Alone System Diagram (On-line)

| CEE——
EM Lack
—a]
Y
Event Handler Signal 1
|

Event Handler Signal 2 D

Exit Push Bulton

Wiegand

Exit Reader

SV-5000i

TCP-IP/INTERNET
SWITCH/HUB

SecuveinBVCC

T EMLock

Administration Software

* On-line System SV-5000i connecting to TCP/IP Connection and BVCC Administration software will
controlling & Configuring SV-5000i from the remote site. Support for Centralized System Configuration
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SV-5000iR Basic Functions

Connecting to the Third party Controller Via Wiegand (26/34 bits) Interface

Enrollment / Verification
Users can be enrolled with a PIN, Proximity card or Smart card
HID, EM, Mifare, Sony FeliCa card are supported (Optional)
Up to 6,000 users supported
Up to 2 templates per user allowed (Max. 12,000 Templates)

Time and attendance
4 function keys

Interface
26/34 bits Wiegand Input/output
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Exit Push Button

Door Sensor

,—_

Emergency Button

SV-5000iR With Third Party Controller System Diagram

EM Lock
—

1

-

Wiegand 26/34 bits

-1

SV-5000iR

|
|
i
i
T TTLaBa fracT'.

Exit Reader

* Connecting SV-5000i to any Third Party Controller via Wiegand Output Line
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Secuvein SV-500R Finger Vein Scanner Module, connected
to Host/Computer using RS-232 or USB Connection line.
Support for Finger Vein Enroliment Unit or Verification Unit.

SV-500R Basic Functions

Connecting to HOST/Computer thru RS-232 or USB Interface

Scan Engine : Hitachi i Omron Finger Vein Scan Engine

Dimension : 100 (L) x 100 (W) x 50 (H) mm

Authentication Method : 1:1 and 1 : N (up to 1000 Templates)
FAR :0.0001% FRR:0.01% FTE :0.08%

Weight : Approx. 0.1 Kg

Operating Temperature =51 45°C

Power : 12 VDC
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Application software: - Agent Control Center
- Secuvein BVCC Administration software

SDK (Software Development Kit)

Controller Management

Uses Name m
User 10 & PN
Job Tithe

Users Management

Timeset Setup Job Functson

Uset Typo
User Authonty

Create Finger Yein (FV) Pattorn
Timezone Setup

Time Zone You are about creating the Finger Vein Pattern for

777 (B58585/858585)

Holiday Arrangement Sun

"
-
g o Upload Data

.! Download Data
Configure Controlier

Print Roports

System Preforencos

®

Intoe  Add, Moddy and Deolete VP Ures

m

| | DaseiCand

= Please locate where the FV Reader is connected

com1: 18

Select which finger paftern to be created
« Finger 01 Finger 02

Granted To Door Accers
User Nome

mn

Dasuby Create FV

Pattesn
Dasndil0

Daski2

Dasudi3

Dot

Dask S

Do s

| Dasubi’

Dasd 8
Dard - -y
78767676 76767676
76447888 | 74547
343 22

Total of record © 16

D/Acc | Statun

MWonday

10 Awg 2003
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+ Bio Yein Control Ce:

Frofle Took Reports FPrefererces Aboust

Controller Management CONTROLLER MANAGEMENT

Add Controller Modity Delete
Users Management

Controlles ID | Location | IPAddess | IPPo

Timeset Setup | 001 MainDoor RIRICATTRT- S R
002 Finance Depatoment 192.168.0.183 303

003 System Suppont 192.168.0.184 303

Timezone Setup

Holiday Arrangement

Upload Data

Download Data

Conhigure Controller

Print Reports

System Preferences

Inflo  Registernmg Controller Saturday 22Map 2000 15242212
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Controller Management

Users Management

Timeset Setup Asmat

User ID & PIN 9484

Timezone Setup Job Title Finance

Job Function  Finance

Holiday Arrangement Uset Type Common Uses [Pattern on Contioller) v|

User Authority | Common Uses v Secaly Level (1T S ~

Tima Zone 1201 (01000000 000101 01 01) [ENABLE ALL) -
Upload Data

Sun Mon Tue Wed Thu Fo Sy M
m m o o o 0 n ol
Download Data
Granted To Doot Accoss v Yer

Conhgure Controller [ User Name Usen 1D
| Agus Pantia 84748

Print Reports

@ System Preferences

Inflo  Add. Moddy and Delote VP User

Il e e e e e B e e e— e

Common

| UsType | Author

User

Cancel

1/Zome | DIAcE |

n

Status

Acteve

ly 2010

164344
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Time Set, Time Zone & Holiday Arrangement

Controller Management TIMEZONE SETUP Conbgure

ID | Description | T | Fa | sat | w1 [ n2a
00 | DISABLE ALL 0 00 00 00 00 00
EHARLE ALL ] AT T TN T T 7 A T
Twmezone 02

Users Management

Twmezone 03

T §
imeset Setup  Tamezone 04
| Tmezone 05
—— Tmezone 06
Setup | Temezone 07
Tmezone 08
Tmezone 09
H B |
oliday Arrangement 10 Timezone 10
n | Twmezone 11
12 Tmezone 12

t

Upload Data 13 Twmezone 13
14 Tmezone 14
15 Twezone 15
Download Data 16 Tmezone 16
17 Tmezone 17
18 Tmezone 18
19 Tmezone 19

m Twnerone 2N

Print Reports - TIMESET INFO

Configure Controller

[00] DISABLE ALL
System Preferences
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Real Time/On-line upload & Download data from Secuvein Terminal

1ol Conter (Ver 4,2.0.0)

whi Beports Peeferercet  About

Controller Masagement

Users Management Upload

Ironsaction

Timesot Setup
)

&b,

Tuneross Setwp Uplond Comvolies Masagement ~
& -

&y [
Users Uasagement Download Dowslond Dowalond
Common User Speoal User Dlached User

Common Usor

Hobdoy Arrangemsent

A a

Uptand Data Uplond

T t St
Timeset afo ey

A
Download Dala
. Timazone Sekp Downioad Downtond
‘. Timeset nlo Timegose Inlo
Conhgure Controfier Uplond

Hobday Info Hordeay Arsnsqgemest

A
Print Reponts s

Updoad Data Downioad
Hobday Info

Jf‘; 0

Cotiigenn (aateiind Downtoad Downlosd
Groep User Patem To UBR

System Pratecnnces

Downioad Dain

Pt Repons

System Preferosces

Indo  Uplowd duta hrom controler

It Desmndosden dula bo conbroler Mg 2010 RN
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Reporting Engine, produce Access Control & Time Attendance Reports

Controller Management

@

Users Management
Acceass Log

:
‘s‘ Repot Peviod

Timozone Setup First-In Last-Out Starting Date © | 4/22/2010 ~ Endng Date S72272010 ~

Timeset Setup

Repont Format
Holiday Arrangement
* Reported By Date
Upload Data Reported By User

Download Data

Reported By Controlles

Configure Controller

Print Reports
Reported By Statuy

System Preferences

Info  Prnting Reports Satwday 22 May 2010 17:32.01
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Export Custom Output Data Format (Text format Converter )

Controller Management

Users Management

Timeset Setup

Timezone Setup

Holiday Arrangement

Upload Data

Download Data

Configure Controller

Prmt Repons

System Prelerences

Inlo  System Preferences

e

User Software

M

Database Folder

4

Qutput Datn
Format

&

CleanUp All User

|
|
|

Foeld Sepatator

* Comemal)

Foeld Lint

v LadiD (16 chv)
v Conboled 1D 2 ch
v Date [B/10 iy
v Tee |8"8 ey
v Function Key 1

v Valdaton Flag 11 «

{Cormclet ID) O
Flag) (Reader Nol ICad I

Outpest Foemat
o Feld 31) Feld 22} Frekd 80)
“Wald 21) (Faedd 22} Fiold 8"
"Weld 1) “Feld 22} Fiekd 8n)™

Date Format Time Format
St ey - b

Fie Location / Folder

& ¢ [Dwal

-
BoVen Contol Corter - WITH SQLVER 2
<JEBachipDatadace

—Jfcor

Replace omtng e 7 = No

Save

Sotueday 22 May 2010

173226
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SV-900i Agent Control Center:

| e
SQL Server Database Engine Database Name [SVAgen® |

Database MS-5aL ~

User Customization for Database Name, Table e ———

Name and Database Field Name Contirm Pwa [
Auto Polling or By Schedules of Transaction sove Confiouration Create D
Logs upload method.

i Agent EventLog Yiew  ver - 1.0.0.4)

Agent Event Log View T for On-Line .
019/07/2007 19:53:54 | Aftendance FFFFFFFE
. . - [ 47 1 al Atendan 0 1 7 FFFFFFFF
Transaction Logs Monitoring. ; e
0 7 FFFFFFFF
0 FFFFFFFF
FFFFFFFF
FFFFFFFFE
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFFE
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF

Clear List Clear Counter Exit
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Installation sites & Implementations:

Place T Jurong Ship Yard Pte Ltd (Singapore)
No of units Installed, More than 100 units

No of users (Daily basis) i 15,000 users

Operation i Access Control and Time
Attendance System




Success Story

Installation sites & Implementations:

Place i Avery Lodge (Singapore)

No of units Installed 7 20 units

No of users (Daily basis) i 8,000 users

Operation i Access Control and Time
Attendance System

Secuvein a complete set up with
Turnstile and external card reader

Secuvein installed with
turnstile at 7 lanes for the
access control system




SQCUVQ‘ﬂ Success Story

T, AN, SNy A— A — QN

Installation sites & Implementations:

Place i EPE Switchgear (M) Sdn Bhd
Malaysia

No of units Installed i 3 Units
No of users (Dalily basis) T 152 Users

Operation T Time Attendance System




